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1. HEJIU U 3AJAYU U3YUYEHUSA JUCLHUITJTINHBI
Heau ocBOeHNS AUCHUNIMHBI:
Henpro m3yyeHuss IuCHUILUIMHBI «OCHOBBI MOCTPOEHHUS 3aLIUMIIEHHBIX KOMIIBIOTEPHBIX CETEM»
SIBJISICTCS] TEOPETUYECKAs U MPaKTUUeCKasi MOJATOTOBKA CIIEHUAIMCTOB K JCSITEIHbHOCTH, CBI3aHHOU
C TOCTPOCHHEM 3alllMIICHHBIX CETeBBIX AaBTOMATHU3UPOBAHHBIX CHUCTEM, a Takke oOydeHue
MIPUHIIAIIAM U METOJIaM 3aIUThl HHPOPMAIMH B KOMITBIOTEPHBIX CETSIX.
3anaum 0CBOEHUS TUCHHUILINHBI:
® W3y4YCHHE THIOBBIX yIpo3 0€30MacHOCTH B KOMIIBIOTEPHBIX CETSIX;
® H3ydeHHE KpUNTOrpaduyecKux U MPOrpaMMHO-AININaPaTHBIX METOI0B 00eCeUeHUS
e uHPOpPMAIIMOHHOI 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX;
e TpuoOpeTeHNe HaBBIKOB HACTPOMKH M SKCILTyaTalluu CPEJICTB o0ecrieueHus O0e30MacHOCTH
B KOMIIBIOTEPHBIX CETSAX;
® OBJIAQJICHHE CPEJCTBAMU U METOJAMHU IIPOCKTUPOBAHUS U TIOCTPOCHHUS 3aUTUIIICHHBIX
CETEBbIX aBTOMATU3UPOBAHHBIX CUCTEM;
® OBJAJCHHUE CPEACTBAMU U METOJAMU BBISIBJICHUS U HEUTpAIU3aLUU ONBITOK HAPYIICHUS
0€30MaCHOCTH B KOMITBIOTEPHBIX CETSX.
2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Hucnurnnuna «OCHOBBI MTOCTPOEHHUS 3aIMIIEHHBIX KOMITBIOTEPHBIX CETEH» OTHOCUTCS K
obsi3arenpHOM wactu bnoka 1 «/uctumuuner (Moaymm)» OcHoBHOUM [Ipodeccnonanbhoit
Oo6pazoBarenproi [IporpamMmel cnienmanuteTa no crenuanbHoctd 10.05.01 — «KommberotepHas
Oe3omacHOCThY,  crenuanu3anus  «MaremaTH4eckue  METOAbl  3allUThl  MH(POpMAIUII)
(b1.0.1.1.36).

JlJis yCHEemHOTO yCBOGHUS JaHHOW NHUCUUIUIMHBI HEOOXOJUMO, YTOOBI CTYAEHT BIael
3HAHUSIMU, YMEHUSIMUA U HaBBIKAMH, CPOPMUPOBAHHBIMU B MIPOLIECCE U3YUCHHS TUCIUIUINH:
«Mudopmarnkay - 3HaHUE OCHOBHBIX MOHATHI HHPOPMATUKHY;

«SI3BIKM TIpOTpaMMUPOBAHUS» - 3HAHUE S3BIKOB MPOTPAMMHUPOBAHUSI BBICOKOTO YPOBHS M sI3bIKA
accemOJepa rmepcoHaIbHOTO KOMITBIOTEpA, BiIa/IeHHE HaBBIKaMH Pa3padOTKH, TOKyMEHTUPOBAHHUSI,
TECTUPOBAHUSA U OTJIAJIKH MPOTPAMM;

«OcHOBBI WH(OPMALIMOHHOW O0€30MacHOCTH» - 3HAHME OCHOBHBIX CpPEACTB U CHOCOOOB
obOecrieueHrss WHOOPMAIMOHHOW OE€30MaCHOCTH, TPHUHIIUIIOB TOCTPOCHHUSI CHUCTEM 3allUTHI
uH(popManuy, BIageHUE NPOPECCUOHAIBHON TEPMHUHONIOTHEH B 00IacTH HHQPOPMAIIMOHHOM
0e301acCHOCTH;

«OnepalioHHbIE CUCTEMb» - 3HAHUE MPUHUUIIOB IMOCTPOCHUSI COBPEMEHHBIX ONEPallMOHHBIX
CUCTEM U OCOOCHHOCTEH WX TPUMEHEHUs, BIAJCHUE HaBBIKAMH KOH(MDUTYpPUPOBAHUS W
aMUHUCTPUPOBAHUSI ONIEPALIUOHHBIX CUCTEM;

«3ammTa IporpaMM M JTaHHBIX» - 3HAHHE OCHOBHBIX CPEJCTB U METOJIOB aHaW3a MPOrPaMMHBIX
peanu3alunii, BiaJleHue HaBbIKaMH aHaJIM3a MPOrPAMMHBIX peaTu3alluii;

«Kpunrorpapuueckne MeTOABl 3alUTHl  MHGOPMAIIMKW» - 3HAHWE OCHOBHBIX  BHJOB
CUMMETPUYHBIX M aCHUMMETPUYHBIX KPHUMNTOTpaUUYECKUX aJrOpPUTMOB, CPEIACTB M METO/OB
XpaHEeHUS ayTeHTH(PUKAIMOHHON HH(OPMAINH, BIaJICHHE KPUNTOrpaduIecKOi TEPMUHOIOTHEH.
3HaHUS M TMPAKTUUYECKUE HAaBBIKM, MOJYYEHHbIE M3 AUCHUIUIMHBI «OCHOBBI TOCTPOCHHS
3aIUIIEHHBIX KOMIBIOTEPHBIX CETeW», UCIOIB3YIOTCS CTYICHTaMH MPU pa3padO0TKe KypPCOBBIX U
JTUTUIOMHBIX padoT.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYYEHMUS 110 JUCIUIIJINHE,
COOTHECEHHBIX C IINTAHUPYEMBIMU PE3YJIbTATAMU OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

[Tpouecc n3ydenuss TUCHUIUINHBI « OCHOBBI MOCTPOESHHUSI 3AIMILIEHHBIX KOMIIBIOTEPHBIX CETEN»
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HanpasieH Ha (opMUPOBaHHE CIEAYIONIMX KOMIIETCHIIUH.

Kox wu HamMeHoOBaHHME peau3yeMou
KOMIIETEHIINH

[lepedyenpr MmIaHUPYyEMBIX PE3YJIbTATOB OOYUYEHHUS IO
TUCIUIIIINHE (MoyITH0), COOTHECEHHBIX c
VHJIUKAaTOpaMU JTOCTUKECHHS] KOMIIETEHIIUN

OIIK-9 — Cnocoben pemarh 3agadu
npoeCCUOHATBHON  JESTEIBHOCTH  C
y4eTOM  TEKyIIero  COCTOSIHUS U
TEHJCHIMA DPa3BUTUS METOJOB 3alUTHI
uH(popMauu B OTIepalMOHHBIX
cUCTeMaX, KOMIIBIOTEPHBIX CeTSIX H
CUCTEeMax ymnpaBlieHus: 0a3aMu JTaHHBIX, a
TAaKXKE€ METOJIOB U CPEICTB 3alUThHI
uH(GOPMALIUU OT YTEUKH 110 TEXHUYECKUM
KaHaJlaM, CETed M CHUCTEM IIepeaadu
uHpopmanuu.

3HaTh:
OCHOBHBIE BUJIBI YTPO3 HH(POPMAIMOHHON 0€30MacHOCTH
KOMIIBIOTEpPHBIX CETEH;

MexaHu3Mbl TPAKTUYECKOM pEAIM3alMU  3aU[UThI
nHpopMmanuu;
OcoOenHocTH COBPEMEHHBIX IIPOrpaMMHO-

anmnapaTHbIX KOMIIJIEKCOB 3aIlIUThl HHPOPMALIUU.
Ymers:

Ocy1ecTBATh  IOMCK
KOMITBIOTEPHBIX CETEH;
[TpaBunbHO HacTpauBaTh CHCTEMBI 3aLUTHI MHPOPMALIH
JUISL ONIEPALIMOHHBIX CHCTEM,;

HacrpauBate  paboTy  KOMIIBFOTEpPHOM
NPUMEHEHUEM CPEZCTB 3aIUThI MH(OPMALIUH.
Bnaners:

HaBbikamu paboTbhl C COBPEMEHHBIMHU pPEaTU3aLUIMU
MEXaHU3MOB 3alUThl HHQOPMAIIH.

uHpopMaIK 1Mo padoTe

CCTH C

OIIK-13 — Cnocoben pa3pabarbiBaTh
KOMIIOHECHTbI HPOrPaMMHBIX u
IMporpaMMHO-aIInapaTHbIX CpCaACTB
3aUThl MHPOPMAIIMH B KOMITBIOTEPHBIX
CUCTEMAaX MW TMPOBOAWTL AaHAJIU3 HUX
0€30IMacHOCTH.

3HaTh:

OCHOBHBIE  CHCTEMBI
KOMITIBIOTCPHBIX CCTAX,
CymiecTByrolue cpeAcTBa 3alluThl HH(pOpMAIMK B
KOMITIBIOTCPHBIX CETAX,

PasnuuHble MOAXOABI K PEIICHUIO 3a7ad [0 3alluTe
KOMITBIOTEPHBIX CETE;

3amMTel  WHQOpMalMu B

MeToapl  peanu3alid  CUCTEMBl BOCCTAaHOBIICHUS
rmociie cOoeB.
YMeTn:

BbISBIATE M paHXKMpPOBaTh Yrpo3bl HHGOOPMALIMOHHON
0€30ITaCHOCTH;

KoMmiekcHO  NpUMEHSATh  MEXaHU3Mbl  3alUThI
uH(pOpMAaLKK 17151 KOMIIBIOTEPHBIX CETeH;
HactpauBate ~ pa0oTy  KOMIBIOTEpHOH  CETM  C
HNpUMEHEHHEM CPEJICTB 3aIlUThl HH(pOpMAaIHH.
Bmanets:
TepMmuHonoruen o 3aIuTe uHpopMaluu
KOMITBIOTEPHBIX CETEH;
Bo3moxHOoCcTIMHI COBPEMEHHOT0 IIPUKIIATHOTO
IPOrPaMMHOTO o0ecreyeHus TUIs 3aLIUTHI
KOMIIBIOTEPHBIX CETEH.

OIIK-15 — CiocobeH aqMUHUCTPUPOBATH | 3HATH:

KOMIIBIOTEPHBIE CETU U KOHTPOJIMPOBATH
KOPPEKTHOCTb UX (YHKIIMOHUPOBAHUS.

PykoBozsiue JOKYMEHTBHI IO OIMUCAHUIO CHCTEMBbI
3aiuUThl 00beKTa HHOPMaTH3ALINY;

MexaHu3MBbl MPOBEACHUS ayauTa HH(GOPMAIMOHHON
6e3omacHocTu. MeTo/ b1 cOOpa KypHaAIOB COOBITHIA;
PykoBozsiiMe JOKYMEHTHI 110 OPTraHU3aAIMM 3allUThI
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KOMITBIOTEPHBIX CETEH pa3IngHOro Kiacca.

YMers:

®opMUpOBaTh TEXHUYECKYIO JOKYMEHTAIMIO HA 3alllUTy
KOMIIbIOTEPHBIX CETEH;

HactpauBatb u AHATU3UPOBATH YKy pHAITBI
nH(pOpMaIMOHHOM 0€30MaCHOCTH.

4. OBIIAA TPYAOEMKOCTbDb AUCHUITVIMHBI

4.1. O0beM IMCHHUILIHHBI B 3a49€THBIX eIHHHIAX (Bcero): 4
4.2. O0beM TUCHUILTHHBI 0 BUAAM y4eOHO padoTsl (B 4acax):

KommaectBo gacoB (hopma oOydIeHHS: ounas
Bia yrieonoii padorst Bcero no niiany ) B 1.4. mo cemecTpam
9
1 2 3
KonTakTHast paboTa 00y4aronuxcs ¢ npenojaBaTesicM B 72[72*% 72/72*
cootBeTcTBUU € YII
AyauTOpHBIE 3aHATHUS 72/72* 72/72*
Jlexumn 36/36* 36/36*
[IpakTuyeckue U CEMUHAPCKUE 3aHATUS
JlaboparopHbie paboTHI (71a00paTOPHBIN MPAKTUKYM) 36/36* 36/36*
CamocrosiTenbHast 36 36
Pabota
®opma TeKyIero KOHTPOJIsl 3HAHUH U JIaGopaTopHbIe JTaGopaTopHbie
KOHTPOJISL paboThl paboTsl
CaMOCTOSITETbHON PabOTHI.
Kypcosas pabora 0 0
KonTtpoins 36 36
Bunb! npoMexyTOYHON aTTeCTaluu - 9K3aMeH
Bcero yacosB 1o gucuuiuiiae 144 144

*B cayyae HeoOXOOUMOCMU UCNONb306AHUS 6 Y4eOHOM npoyecce HaCMU4HO/UCKIIOUUMENbHO
OUCMAHYUOHHBIX 00PA308AMENbHBIX MEXHON02Ul 6 mabauye uepe3 cleul YKA3vleaemcs KOIUYecmeo
yacog pabomur IIIC ¢ obyuarowumuca 01a NposedeHuss 3aHAMUN 6 OUCMAHYUOHHOM ¢hopmame ¢
npumenenuem d1eKmpoHHO20 00YUeHUs.

4.3. Copepxanue IMCUMILIMHBI. Pacnipeaesienne 4yacos o Temam U BUAaM y4eOHOil padoThI:

®dopma 00yueHus ouHas
Buabl yueOHbIX 3aHATHI ®opma
AyIuTOpHBIE 3aHATHS TeKyllero
IpakTun 3ausatua | Camoc KOHTPOJIS
Jlabopat N
HasBanmue YecKue B TOSITEJ 3HAHUH
Bcero OpHbIE
pa3aeyioB U TeM Jlekny | 3ansiTHA HHTEPAKT | bHas
padoThI, .
1707 , HBHOI padora
NPaKTH
ceMUHAap dopme
. KYMBI
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2

3

| 4 | 5

6 |

Pa3znes 1. TunoBblie yrpo3bl ceTeBoii 0€30MaACHOCTH

1. CereBble aTaku 12 4 4 4 3amura
nabopaTopHOI
paboThI

2. MexaHNU3MBbI 12 4 4 4 3amura

peanu3anum 1abopaTopHOii

atak B cetsax TCP/IP paboThI

3. Meroasl 12 4 4 4 3amura

IepexBaTa CeTeBbIX nabopaTtopHoOi

COEJIMHEHMI B CETAX paboThI

TCP/1P

4. Ilpumepsbl 12 4 4 4 3amura

CETEBBIX aTakK B nabopaTtopHoOi

cersix TCP/IP. paboThI

Texnuueckue MCPBI
3allUTHI OT CECTCBBIX
aTakK

Paznen 2. Kpunrorpaguyeckne MeToabl 3allIMTHI HHPOPMALMH B KOMIILIOTEPHBIX CETAX
5. 12 4 4 4 3amura
Kpunrorpaduuecku nabopaTopHOI
€ IIPOTOKOJIBI paboThI
obecrnieueHus
0e30macHOCTH
6. 3ammuTa 12 4 4 4 3ammra
BUPTYaJIbHBIX nabopaTopHO
YaCTHBIX CeTeN paboTHI
(VPN)
7. Pa3pabotka | 12 4 4 4 3amura
3aIUIIEHHBIX nabopaTopHO
CETEBBIX paboTHI
MIPUJIOKEHUH.
Pa3nea 3. IIporpamMHo-annapaTHbie cpeacTBa o0ecnedeHnst 0e30MacHOCTH B
KOMIIbIOTEPHBIX CETAX
8. CpenctBa 3amuThl | 12 4 4 4 3amuTa
JOKAJIbHBIX  CeTe nabopaTopHOit
IPU TOJKITIOUEHUH K paboThI
HNHTtepHer
9. 3ammTa cepsepoB | 12 4 4 4 3amura
1 paboyux CTaHIIUU. nabopaTopHOit
CpenctBa U MeTOMbI paboThI
MpeOTBPALLEHUST U
oOHapy KeHUs
BTOP>KEHMI
Hroro 108 36 36 36
KoHTponb 36 36
Bcero 144
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Pa3pnen 1. TunoBble yrpo3bl ceTeBoi 0€30MaCHOCTH
Tema Ne 1. CereBble aTaku

Craguu mpoBeficHHsI ceTeBOW araku. Kimaccudukarus CETeBBIX yrpo3, YS3BUMOCTEH U arak.
ATaky Ha peau3aliy CeTEeBbIX MPOTOKOJIOB, OTJAEIbHBIE Y3JIbI U CITyKObl. OCHOBHBIE MEXaHU3MBbI
MIPOBEJICHUSI CETEBBIX aTak Ha pa3nuuHbIX ypoBHsX moaenu ISO/OSI. ITpoGiembr obecrieueHus
KOH(UICHIIMATLHOCTH, [EJIOCTHOCTH W JOCTYIMHOCTH HWH(OpPMAIMH Ha PA3IWYHBIX YPOBHSIX
monenu ISO/OSI.

Tema Ne 2. Mexanuzmsbl peasausanuu atak B cersax TCP/IP

VYnanéunoe omnpexnenenue Bepcurn OC ¢ HCNONB30BaHUEM OCOOEHHOCTEH peanu3aluu cTeka
npotokonoB TCP/IP. Mertoapl ckaHMpOBaHUS TOPTOB. MeTOAsl OOHApPYKEHUS ITaKETHBIX
caudepon. Meto bl 06xo0ma MD.

Tema Ne 3. MeTtoabl nepexBara cereBbix coeqnHennii B cersax TCP/IP

Nmnepconanus Benenyro. Jlecunxponuszauuss TCP-coenuHeHuil. ATaku, HalpaBi€HHbIE Ha
CETEBYIO UH(PPACTPYKTYDPY.

Tema Ne 4. IIpumepsi cereBbix atak B ceTsix TCP/IP. Texnnueckue Mepbl 3alMTHI OT
ceTeBbIX aTaK

[IpunyxneHue K yCKOpeHHOH mepenade. ATaku, HallpaBJICHHbIE HAa OTKa3 B OOCITy)XKMBAaHUHU.
N3menenne koH¢purypamuu u coctosinusg xoctoB. Henocratku npotokonos cemerictsa TCP/IP ¢
TOUKHM 3peHus obecriedeHuss Oe3omacHOCTH HH(opMaruu. TeXHUYECKHe Mepbl 3allUThl OT
CETEBBbIX aTakK.

Paznen 2. Kpuntorpaguueckne MeTobl 3alIIUTHI HHPOPMAIMH B KOMIIBIOTEPHBIX CETAX
Tema Ne 5. Kpunrtorpadguueckune npoToko.bl odecrnedeHnst 6€30MacHOCTH

[Iporokonbl ayTeHTHUKAUMU Ha npukiagHoM ypoBHe. [Iporokon Kerberos. IIporoxosbt
ayTeHTHU(UKauu Ha TpaHcropTHOM ypoBHe. [Iporokon SSL/TLS. JlocTroMHCTBAa M HEIOCTATKU
ayTeHTU(UKALMK Ha pa3IndHbIX YpoBHAX Moaenu [SO/OSI.

Tema Ne 6. 3amuTa BUPTYyaabHbIX YacTHBIX ceTei (VPN)

Ha3nauenue, OCHOBHbIE BO3MOXKHOCTH, IPUHIMIBI ()YHKIIMOHUPOBAHUS U BapUAHTHI peau3aliu
VPN. Opranuzanusi TYHHeTUPOBaHUS Ha pa3nuuHbiX ypoBHIX Mozaenu [SO/OSI. JloctonHcTBa 1
Henocratku npuMmenenust VPN. Ilpotokon IPSEC. Ipotokosnst AH u ESP. Ocob6ennoctu paboThl
nporokosia [P SEC B TyHHENTBHOM M TpaHCHOPTHOM pekuMax. IIpoTokon ynpasieHns Kirodamu
ISAKMP/Oakley. Mcnonb3oBanue nporokona L2TP st opranuzanuu BUPTYalbHBIX YaCTHBIX
CETEH.

Tema Ne 7. Pazpa0doTka 3alliUIIIeHHBIX CeTEBbIX NPHJI0KEHUH
Aytentudukanus, mudponaHue, odecrieueHre 1eJI0CTHOCTH C UCIOIb30BAaHUEM MPOTrPAMMHOIO

untepodeiica SSPI. ITporpammusiii nuntepgeiic OpenSSL.
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Pasznen 3. HpOI‘paMMHO-aHHapaTHLIe cpeacrsa o0ecrneyeHUus 0e3omacHOCTH B
KOMIIBIOTEPHBIX CETHAX

Tema Ne 8. CpencTBa 3alIUThHI JIOKAJIBHBIX ceTell NpH NoAKI04YeHnu K UHTepuer

MexcereBbie 3kpanbl (MD). Mecto u poar MD B olecreyeHUH CETEBOW OE€30MMacCHOCTH.
Knaccupukanus M3D. TpeboBanust kK MD. OCHOBHBIE BO3MOKHOCTH U CXEMBI Pa3BEPTHIBAHHS
MD. HocrounctBa u Hepoctatku MD. Iloctpoenue mpaBwi QuiabTpanuu. MeToasl ceTeBOi
tpancisaiuu agpecoB (NAT). Illmro3sl ypoBHS mpuiokeHuid. Peanmuzarusi ceTeBOW IMOJUTHKH
0€30MacHOCTH C HCIONIb30BaHeM MD. MeToabl 00X0/1a MEKCETEBBIX SKPAaHOB.

Tema Ne 9. 3amura cepBepoB 1 paGo4uX CTAHUIMI.

CpeznctBa U METOIbl MPENOTBPALICHUS U OOHapyXeHusi BTopkeHHU. CHCTEMbl OOHApYKECHUS
Bropkeanii (COB). Ha3sHauenue u BO3MOXKHOCTU CPEACTB OOHAPY)KEHUSI BTOPKEHUI Ha XOCTHI,
MIPOTOKOJIBI U CETEBBIE CIY)KOBL. MecTo M poJib CPEICTB OOHApPYKCHHSI BTOPKEHHUH B 0OMICH
cucteMe obecneueHusi cereBod OeszomacHocTH. Kiaccudpukamms COB. BrisBieHuwe artak Ha
OCHOBE CHTHATyp aTak M BBUIBICHHS aHOMAaIWi. AyIUT NpHKIaAHBIX ciayx0. CpencrBa
OOHapy)KeHHs ySI3BUMOCTEH CeTeBBIX Ciryk0. CrocoObl

MPOTHBOJICHCTBUS BTOpKeHMsIM. CructeMbl BUpTyanbHbIX JIoByiek (Honey Pot u Padded Cell).

6. TEMbBI IPAKTUYECKUX U CEMUHAPCKHX 3AHSATHIA
He mpexycMoTpens! yueOHBIM TIJIaHOM JTUCIUIUIAHEI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

JlabopaTtopHas padorta Nel. Ctpoenue ceteit.

Lleny. W3yuenue 0a30BbIX MEXaHHU3MOB MOJY4YeHHs HWHGPOpMaluu O KOHQUIYpaluHu CETH.
[TonmyyeHne HaBBIKOB pPAa0OTHI € pPa3IUYHBIMU IPOrpaMMaMM, MO3BOJSIOIIMMHU OIPEICINUTh
KOH(UTYpaIyo CeTH WM KOH(UIypaluio OTAEIbHOrO ycTpoiicTBa B ceTH. TpeOyercs uist
BBINOJIHEHUS BCEX MOCIEAYIONIMX JJaO0PaTOPHBIX padoT.

JlabopaTtopHas padota Ne2. Y nan€Husiii noctymn mo nmpotokoixy SSH.

L]env. N3yuenne Bo3moxHocTel mpoTokona SSH i nonydeHus yaanéHHOro JocTyna K cepBepy.
[Tpumenenue ¢pyHKIMIO NIM(PPOBAHUS KaHATIOB CBSA3M IIPU UCIOJIb30BaHUM MTpoTokoia SSH.
JlabopaTtopHas pabota Ne3. Ucnons3oBanue VPN

Lens. VIzydyeHune BO3MOKHOCTEH MporpaMMHOTo odecrieueHuss VPN st co3manus 3alUIneHHBIX
KOMIBIOTepHBIX ceTed. [lomyueHne HaBBIKOB pabOTBI €O CTaHAAPTHBIM IMPOIPAMMHBIM
o0ecriedeHreM TSl CO3aHMUs 3alIUIICHHBIX KaHAJIOB CBSI3H.

JIaGoparopnas pabota Ned. PabGora c cepruukaramu SSL.

L]ens. N3yuenue Bo3MoxkHOCTel 1eHTpoB ceptudukammu (Certificate Authorities). [Tomyuenue
HaBBIKOB pabOTBl ¢ KpUNTOrpapUUecKUMH KIfo4aMu. [IprMeHeHHe BCTPOEHHBIX CHCTEM
mM@poBaHus HHPOPMALIUHU B CTAHIAPTHBIX MPHIIOKEHHUSIX OMEPAIUOHHBIX CUCTEM.

JlabopaTtopHas padota Ne5. MoaenupoBaHue BUPTYaTbHOM CETH.

L]ens. O3HakoMIIEHHE c METOIaMH MOJICIIUPOBAHUS CETEN. 3HaKOMCTBO C
TEJIEKOMMYHUKAIMOHHBIM 00opynoBanuem kommanuu CISCO. Pemenne npakTuueckux 3aaay.
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JIaGoparopnas pabota Ne6. OGHapyskeHHe BTOPKEHUI

Llens. VI3yueHne BO3MOXKHOCTEH COBPEMEHHOTO MPOTPAMMHOI0 OOECTIeYeHHS I OOHAPYKEHHS
BTOP>KEHUH. YIIpaBeHNe NpaBuiiaMu 0€30I1aCHOCTH, aHAIN3 KYypPHAJIOB COOBITUH.

JIaGoparopnas padota Ne7. AIIKII «Kontunent» OOHapyKeHHE BTOPKEHUI

L]eny. VI3yuenne Bo3zmoxHocTelt komiiekca AIIKII «KonTuHEHT» U1l perucTpaluy BTOPKEHUN
B JIOKQJIbHYIO CETb.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®@EPATOB
He npenycMmoTpeHs! y4eOHBIM TUIAHOM JUCHIUTUINHBL.
9. IEPEYEHbB BOITPOCOB K OK3AMEHY (BAYETY)

1. Ctaguu npoBeIeHUs CETEBOW aTaKH.

2. Knaccugukanus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATtaku Ha peanu3aly CETEBbIX IPOTOKOJIOB, OTAEIBHBIE Y3JIbl U CIIYKOBI.

4. OcHOBHBIE MEXaHHU3MbI ITPOBEJICHUS CETEBBIX aTaK Ha PA3IMYHBIX YpoBHsIX Monenu ISO/OSIL
5. IlpoGaemsr obecnieueHust KOHDUICHIIMAIBHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTH MH(POPMAIIMHU Ha
pasnuuHbIX ypoBHAX mozaenu [ISO/OSI.

6. Y nanéunoe onpenaenenue sepcun OC ¢ UCIOIB30BaHUEM OCOOEHHOCTEH peanu3aiiy CTeKa
npotokosioB TCP/IP.

7. MeToasl CKaHUPOBAHMS TIOPTOB.

8. Metobl 00Hapy keHUsI MaKeTHbIX cHUuGepoB. MeToab! 06xona MD.

9. Umnepconanus Benenyto. lecunxponuzanus TCP-coequnenuit.

10.Ataku, HarpaBJIEHHbIE HA CETEBYIO HHDPACTPYKTYpY.

11.ITpunyxneHue Kk yckopeHHO! nepegade. ATaky, HalpaBjIeHHbIE HA OTKa3 B 00CITYKUBAHUH.
12.i3mMeHenune KOHGUTYpalluK U COCTOSTHUSI X0cTOB. Henmoctatku npotokonos cemeiicta TCP/IP
C TOYKH 3peHHsI obecrieueHus: 0e301macHoCTH HHPOpMaIUK.

13. TexHndyeckue Mepsl 3allUThl OT CETEBBIX aTak.

14.ITpoTokomsl ayTeHTU(UKAIIMY HAa TPUKIIATHOM YPOBHE.

15.IIporoxon Kerberos. IIpoTokosnbl ayTeHTHGHKAIMK HA TPAHCIOPTHOM ypoBHe. [IpoTokosn
SSL/TLS.

16.JlocTronHCTBA M HEAOCTATKU ayTEHTU(PUKALIMU Ha Pa3IUYHBIX YpoBHAX Mojenu ISO/OSI.

17. Ha3znaueHue, OCHOBHBIE BOZMOKHOCTH, MPUHIUIBI ()YHKIIMOHUPOBAHUS U BAPUAHTHI
peanusauuu VPN.

18.0Opranu3zanusi TYHHETUPOBAHUS Ha pa3nuuHbIX ypoBHIX moaenu [ISO/OSI. JloctonHcTBa
HeJNoCTaTKu pumMeHeHus VPN.

19.I1potoxon IPSEC. IIpotokonst AH u ESP. OcoGennoctu padots! npotokoia IP SEC B
TYHHEJIBHOM U

TPAHCIIOPTHOM PEKUMaX.

20. ITpotokon ympasnenus kmouamu ISAKMP/Oakley. Ucnonb3oBanne nporokona L2TP pis
OpraHM3alK BUPTYAJIbHBIX YaCTHBIX CETEH.

21.Ayrentudukanus, mmdpoanue, o6ecredeHue HEeTOCTHOCTH € UCIIOJIb30BaHHEM
MIPOrpaMMHOTO

untepodeiica SSPI. I[Iporpammusiii uatepdeiic OpenSSL.

22 .MexcereBble 3kpanbl (MD). Mecto u poias MO B oGecrieueHnun ceTeBoi 6€30MacHOCTH.

23 . Knaccuduxkamus M3. Tpeboanus k M3. OcHOBHbIE BO3MOKHOCTH U CXEMBI Pa3BepTHIBAHUS
MD.

24 JlocronnctBa 1 HegocTatkun MD. [TocTpoenue npaBui GUITpaALIUH.
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25.Metonpl cereBoii Tpancasauuu aapecos (NAT). [Lnro3s! ypoBHS NPUIOKEHUI.
26.Peanunzanus ceTeBOil MOIUTHUKHA 0€30IIaCHOCTH ¢ UCHOJIb30BaHueM MD. MeToasl 00xo0/1a

MCIKCCTCBBIX SKPAaHOB.

27.Cuctemsbl o0Hapy)eHus sropsxkeHuit (COB).
28.HazHaueHre U BO3MOKHOCTH CPEICTB OOHAPYKEHHUSI BTOPIKEHUI HA XOCTBI, TPOTOKOJIBI U

CETCBbIC CJ'Iy}K6BI .

29.MecTo U poJib CpeiCcTB OOHAPYKEHHS BTOPKCHUI B 00IIEH crcTeMe 00ecTieueHus CETeBOU

0€30I1aCHOCTH.

30.Knaccudukanuss COB. BoisiBiieHHE aTak Ha OCHOBE CUTHATYP aTaK M BBISBJICHHS aHOMAJIAH.
31.Ayaut npukianasix cayx0. Cpencrsa oOHapyKEHHUS YS3BUMOCTEH CETEBBIX CITYXkO.

32.CrocoObI MPOTHBOACUCTBHUS BTOPKCHHSIM.
33.Cucremsl BuptyansHbix JoByiuek (Honey Pot u Padded Cell).

10. CAMOCTOSTEJIbBHASA PABOTA CTYAEHTOB

HasBanue pa3nenoB u rem | Bug camoctositenbHOl paboTh O6wvem | @opma KOHTPOIS
B yacax

Paznen 1. Tunossie [TpopaboTka yueOHOTO MaTepuana, | 16 3amura
YTPO3BI CETEBOM BBITNIOJTHEHHE Ta00PaTOPHBIX paboT nabopaTopHbIX paboT
0€30MacHOCTH
Paznen 2. [TpopaboTka yuebHoro matepuana, | 12 3amura
Kpunrorpadudaeckue BBITIOJTHEHHE Ta00PAaTOPHBIX paboT 1a00paTOPHBIX paboT
METO/IbI 3aIUTHI
uHpOopManuu B
KOMIBIOTEPHBIX CETAX
Paznen 3. IlporpammHo- [TpopaboTka yuebHOTO MaTepuana, | 8 3amura
anmapaTHbIe Cpe/iCTBa BBITIOJTHEHHE Ta00PaTOPHBIX paboT 1a00paTopHBIX paboT
o0ecrnieueHus
0€301acCHOCTH B
KOMIIBIOTEPHBIX CETSIX

Nn0020MOBKA K cOaye IK3aMeHd 36 DK3aMeH

11. YYEBHO-METOJUYECKOE 1 TH®OPMALIMOHHOE OBECIIEYEHHUE

JUCUMUIIIAHBI

a) CnucoK peKoMeHayeMOoii JTUTepaTyphl

OCHOBHAas

1. TexHonoruu 3amuUTsl HHPOPMALIMU B KOMITBIOTEPHBIX CeTsX : ydeOHoe mocobue / H. A.
Pynenxos, A. B. [Iponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 3-e u3za. — Mocksa
Wnrtepner-Yuusepcurer Wupopmannonnsix Texnomoruit (MHTYUT), Ai Ilu Ap
Menua, 2021. — 368 c. — ISBN 978-5-4497-0931-8. — Texkcr : 37€KTpOHHBIA //

DOnekTpoHHO-OMOMMoTreunass  cucrema I[PR BOOKS [caiiT]. @ —  URL:
https://www.iprbookshop.ru/102069.html. — Pexxum poctyma: ans  aBTOpPHU3HP.
I0JIb30BaTENECH

2. Koctun, B. H. Meroasl u cpeactBa 3amuThl KOMIBIOTEPHONH HH(pOpMAIUU:

uHpopMalMoHHas 0e30IacHOCTh KOMIIBIOTEPHBIX ceTed : ydeOHoe mocobue / B. H.
Koctun. — Mocksa : M3parensckuii JJom MUCuC, 2018. — 31 ¢. — ISBN 978-5-
906953-53-7. — Teker : 2MeKTpOHHBIN // DnekTpoHHO-OMOMMoreuHas cucrema IPR
BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/98200.html — Pexxum gocrtymna:
JUIsL aBTOPU3HP. M10JIb30BaTENCH

3. Kogran, H. M. Komnsiotrepusie cetu : yuebHoe mocoome / H. M. Kosran. — MuHCK :
Pecny6nukanckuiit ”HCTUTYT npodeccruoHansHoro oopazosanus (PUIIO), 2019. — 179 c.
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— ISBN 978-985-503-947-2. — TekcT : 3NEKTPOHHBIA // DIEKTpOHHO-OMONIHOTEYHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/93384.html —
Pexxum gocTyna: st aBTOpU3UP. TOIB30BaTENeH

AOMOJTHUTEIbHAS
1. Kazapun, O. B. HanexxHocts u 6€30macHOCTh MPOrPAaMMHOTO OOecriedeHus : ydeOHoe
nocobue mus By3oB / O. B. Kazapun, U. b. lllyounckuii. — MockBa : M3marenbcTBo
Opaiit, 2021. — 342 c¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-05142-1. —
Texct : osmexktponnbiii // OOpasoBatenbHas tuiarpopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/473348.

2. Kazapun, O. B. [IIporpammHo-anmapaTHbsle CpelICcTBa 3alIUThl MHOOpMAIMH. 3amuTa
MIPOTrpaMMHOTO OOecTieueHHsl : yUeOHUK M mpakTUkyM i By30B / O. B. Kazapun, A. C.
3a6a0ypun. — MockBa : HW3marensctBo HOpaiit, 2021. — 312 c¢. — (Bsicmiee
obpazoBanue). — ISBN 978-5-9916-9043-0. — Tekct : anmekTpoHHbI# // OO0pa3oBaTenbHas
wiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/471159.

y4eOHO-MeToAnYeCKas

1. IlpakTukyM 110 BBIIOJHEHHUIO JAOOpPATOpHBIX padboT mno jucuuiuinHe CucTemsl
oOHapyXeHHsI BTOpKEHUU B KoMmIbloTepHble cetu / coctaButenu J[. B. Koctun. —
MockBa: MOCKOBCKHIT TEXHUYECKAN YHUBEPCUTET CBsI3U U mH(PopmaTuku, 2016. — 42 c.
— Tekcrt : aneKTpoHHBIH // DnexTpoHHO-0ubmoTeuHas cucrema IPR BOOKS : [caiiT]. —
URL: https://www.iprbookshop.ru/61546.html — Pexum nocryna: st aBTOpU3HP.
0JIb30BaTesei

2. Y4eOHO-MeTOaUuYecKoe MocoOMe MO BBIMOJHEHHIO KYypCOBOTO MPOEKTa MO JUCHHILTHHE
«Metonbl U cpeAcTBa 3alIUThl HHGOPMAIIMU B KOMIBIOTEPHBIX ceTssx» / coctaButenu O.
N. Ilenmyxun. — MockBa : MOCKOBCKMH TEXHUYECKUH YHUBEPCUTET CBA3U U
unpopmaruku, 2015. — 35 c¢. — Tekct : 37eKTpOHHBINA // DIEKTPOHHO-OUOIHOTEYHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/61741.html —
Pexxum gocTyna: st aBTOpU3UP. OJIb30BaTeNeH

0) IIporpammHoe o0ecnieueHne
Jl1st 06pa3oBaTeNHLHOTO MpoIlecca Mo JAaHHOW JUCIUIUITMHE HE00X0oauM cTarmoHapHbii kiacce [TK
C YCTaHOBIIEHHBIM CJIEIYIOUIUM MPOTPaAaMMHBIM 00ECIICUeHUEM:

- onepartmonHas cpena OC Windows 10, Microsoft Windows Server, BaseAlt (AnsT Pabouas
craHuus, AnbT cepsep), Kali.

B) IIpodeccuonanbHbie 0a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIC CHCTEMbI

1. D1eKTPOHHO-0MOINOTEUHbIE CHCTEMBbI:

1.1. IPRbooks: anexTpoHHO-0MOIMOTEUHas cucTeMa : caifT / rpynna komnanuii A ITu Ap
Menua. - Capartos, [2020]. — URL: http://www.iprbookshop.ru. — Pexum noctyma: nms
3aperucTpup. nosnb3oBateneil. - TekcT: 3JeKTPOHHBIH.

1.2. IOPAMT: snexrpouno-6ubnnoTeunas cucrema : caiit / OOO DieKTpoHHOE
msnarenscteo FOPAUT. — Mocksa, [2020]. - URL: https://urait.ru/. — Pexxum moctyma: amns
3apEruCTPUp. MOJIb30BaTENEH. - TEKCT : JIEKTPOHHBIN.

1.3. KoHCynbTaHT CTyJeHTa: O3JIEKTpOHHO-OMOnMMoTeyHass cucrema: cair / OOO

[Tonmurexpecypc. — Mockaa, [2020]. — URL:
http://www.studentlibrary.ru/catalogue/switch_kit/x2019-128.html. — Pexum npoctyma: ans
3apEeruCcTpUp. MOJb30BaTENEH. — TEKCT : JIIEKTPOHHBI.

1.4. Jlanb: snexTpoHHO-OMOMMoTeuHas cucrtema: cait / OOO OBC Jlanb. — CaHKT-

[TerepOypr, [2020]. — URL: https:/e.lanbook.com. — Pexxum poctyma: st 3aperucTpup.
MOJIb30BaTesen. — TEeKCT: JIEKTPOHHBIN.
1.5. Znanium.com: a5eKTpoHHO-0MOIMoTeyHast cucreMa: cailT / OOO 3Hanuym. - Mockaa,
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[2020]. - URL: http://znanium.com. — Pexxum mocTyma: ajisi 3aperUcTpup. MOJIb30BaTENCH. -
TeKCT : 2JIeKTPOHHBIN.

2. HanuonajbHas 3JIeKTPOHHAsi OMOJIMOTEKA: DIIEKTPOHHAsS OUOIHOTEKA : eiepanibHas
rocyJapcTBeHHass MHPOPMAIIMOHHAs cUcTeMa: caT / MuHHCTepcTBO KylnbTyphl PO ; PI'b. —

Mocksa, [2020]. — URL: https://H36.pd. — Pexxum nmoctyma : aisi mosb3oBaTeliell HaydHOUH
OonooTeku. — TeKCT : AIeKTPOHHBIH.
3. SMART Imagebase // EBSCOhost: [mopTau]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8¢552a76d8229047223a7d6dc9c&custid=s6895741. — Pexum pgoctyma: s aBTOPHS3.
noJyip30Barenei. — Mizo0pakeHue: 3IeKTPOHHBIE.

4. @enepasbHble HHPOPMAMOHHO-00pa30BaTe/bHbIE NOPTAJbI:

4.1. EquHoe OKHO JOCTyma K 00pa3oBaTeNbHBIM pecypcaM : (eAepaibHbId mopTan /
yupenurenr DPIAOY IO HPI'OII u WUT. — URL: http://window.edu.ru/. — Tekct
JJIEKTPOHHBIN.

4.2. Poccuiickoe oOpa3oBanue : ¢eaepanbnbiii noptan / yupenurenr OI'AOY 1O
HPT'OIT u UT. — URL: http://www.edu.ru. — TeKCT : 3JIeKTpOHHBIH.

5. Obpa3oBaTesabHbIe pecypesl Yal'y:

5.1. DnexrponHas OubOmuoreka Yal'VY : momynme ABUC Mera-ITPO / OO0 «/lata
Okcnpecc». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum goctyma : Ui MoJib30BaTesei
Hay4YHOU OnOmuoTeku. — TeKCT : 2JIeKTPOHHBIN.

5.2. O6pazoBarenbubiit moptan Ynl'Y. — URL: http://edu.ulsu.ru. — Pexxum nocryna : s
3apErucCTp. MoJb30BaTeaeh. — TEKCT : JIIEKTPOHHBIM.

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJIMHBI

Aymatopun Ui TIPOBEACHUS  JICKIUH, TPAKTHYECKUX  3aHSATHH,  BBITOJHCHUS
nabopaTopHbIX paboT, AN MPOBEACHUS TEKYIIEro KOHTPOJSI U MPOMEKYTOYHOW aTTECTAllUU,
TPYNIOBBIX W WHAWBUIYTBHBIX KOHCYJIbTAITUH.

Ayautopun IS TPOBENEHUS JIEKIMA M MTPAKTHUYECKUX 3aHATUH YKOMILJICKTOBAHbBI
CHeIMaIu3upPOBAaHHON MeOenblo, yueOHol mockoil. [loMemieHus s caMOCTOATENbHON pPabOThI
obecneuensl Wi-Fi ¢ pgoctymom k cetu «MHTepHET», 5SIEKTPOHHON WHPOPMAIMOHHO-
0o0pa3oBaTenbHON Cpejie, IMEKTPOHHO-OMOINOTEYHONU CUCTEME.

[Tomemenue 2/246. Aynutopusi Ans TPOBEACHHUS TMPAKTUYECKHMX U JIaOOPATOPHBIX
3aHSATHHA, TEKYIIEro KOHTPOJISI U TMPOMEKYTOYHOW aTTECTAlUU, TPYIIIOBBIX M WHIUBUIYATHHBIX
KOHCYJIbTAIluil ¢ HA0OpOM JIEMOHCTPAIMOHHOTO 000pYAOBaHUS ISl 0OECTIeUeHUSI TEMAaTUYECKUX
wutroctparnuii. [lomerieHne yKOMIUIEKTOBAHO YYEHHYECKOM JOCKOM M KOMILIEKTOM MeOenn
(mocamo4HbIX MecT — 12). DkpaH HAacTEHHBINA, MyJIbTUMEIUNHHBIA TIpoekTop. MHpOpMaroHHbIe
mnakatel. Kommetorep, Wi-Fi ¢ gocrymom k cetu «Matepuer», DUOC, DBC. 432017,
VYibsHOBCKasi 061acTh, T. YIbSHOBCK, Y. Habepexxnas pexu Cusiry, a. 106 (3 xopmyc).

JIJ1s. BBITIOJTHEHUS JTA0OPATOPHBIX PA0OT CTYMEHTHI UCIOJIB3YIOT HECKOJIBKO BHPTYaTbHBIX
MalliH C pPa3IHYHBIMH BEPCHSIMH OIEPAI[MOHHBIX CHCTEM. BO3MOXXHO CaMOCTOSITEIBHOE
BBITIOJTHEHHUE JTa0OpaTOpHBIX paboT BHE abopatopun. Kommsiorep ¢ sxectkuMm auckom — 100 Gb,
0O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnbpT PaGouas cranmus, Anbt cepsep), Kali Linux, Oracle
Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. [lo jkxemaHuro cTyJIeHTa Bce
BHUPTYaJIbHbIC MAIIMHBI MOTYT OBITH Pa3BEPHYTHI HA BBIJCIIEHHOM CEpPBEPE BUPTYaTbHBIX MAIIMH B
naboparopun. s momenupoBanus pabotel cereid mcnonb3yercss CISCO Packet Tracer. Cetb
nabopaTtopuu MPeICTaBIsIeT COO0M TeTepOreHHYI0 CeTh, BKIIOYAIOIIYIO B ce0si MHIUBUAYaTbHBIN
Ha0op CJEeAYIONMEero 000pyA0BaAHHUS:

1. Kommyrarop L2, L3.
2. Mapmpyrtuzatop L3 ¢ pyukuusmu VPN.
3. Mapupyrtuzarop Kontuner KIII 25.
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4. Mapmpyrtusarop VipNet Koopaunarop.

Hns  monmep:kanust paboThl  ceredl  ucmonb3yercst BbigeneHHbli  Kommyrtarop L3, L3
CKOH(UTYpUPOBAHHBIN 1J1s1 paOOThl HE3aBUCUMBIX CETMEHTOB CETH.

13. CHEIIMAJIBHBIE YCJI0OBUA JJI51 OBYYAIOIIUXCA C O'PAHUYEHHBIMH
BO3MOXHOCTAMMH 310POBbA

B cmydae HeoOxoauMmocTH, OOyYalOUIMMCS M3 4YHCIA JHIl C OTPAaHUYCHHBIMH
BO3MOXKHOCTSIMH 3JI0POBbsi (110 3asIBJIICHHIO OOYYAIOIErocs) MOTYT MPeiaraThCs HEKOTOpPhIC U3
CIENYIONMX BAPHAHTOB BOCHPHUATHS HMHGOPMAIMM C YYETOM HMX HHAWBUAYaJIbHBIX
NCUXO(PHU3UUECKUX 0COOCHHOCTEH:

— JUIS JIMI C HapyIICHUSAMH 3pPECHUS: B IIEYaTHON (OopMe YBETUUEHHBIM MPU(PTOM; B popme
JNIEKTPOHHOTO JIOKYMeHTa; B (opme ayauodaiina (mepeBoj Y4eOHBIX MaTepHalioB B
ayanodopmar); B meudatHoil (opme Ha s3bike bpaiins; MHIMBHAyalbHbIE KOHCYJIBTAIMHA C
npuUBJIeYeHUEM THHIOCYPIOTIEPEBOIUNKA; HHANBUAYIIbHBIC 3a][aHUS U KOHCYJIbTAIHH;

— JUTIS JII C HApYIICHUSMH CIIyXa: B Me4aTHON Gopme; B HopMe IEKTPOHHOTO TIOKYMEHTA,
BUJICOMATEpHAIbl C CyOTHTpaMH; WHAWBUAYaJdbHbIE KOHCYJIbTAMH C  ITPHBICUYCHHEM
CYpIOIIEPEBOIUNKA; WHANBUAYAIbHBIC 3aaHUS U KOHCYJIbTAIUH;

— IS JIUIL C HApyIICHUSIMH OTIOPHO-ABHUIAaTEIFHOTO armapaTra: B e4aTHoil gpopme; B popme
ANIEKTPOHHOTO IOKYMEHTa; B (hopMe ayanodaiiia; HHIUBUYIbHBIC 3aJaHUsI M KOHCYJIbTAllUH.

B ciry4ae HEOOXOAUMOCTH UCIIOJIb30BaHUS B ydeOHOM nporecce
YACTHYHO/UCKITIOYUATEIIBHO  JUCTAHIIMOHHBIX ~ O0pa30BaTENbHBIX TEXHOJOTHH, OpraHu3alus
pabotsl IIIIC ¢ oOywaromumucs ¢ OB3 u MHBaJMAaMH MPEIyCMaTPUBACTCS B AJIEKTPOHHOM
UHPOPMAIIMOHHO-00pa30BaTEILHON Cpelieé ¢ YYeTOM WX HHIAMBUAYAJIbHBIX MCUXO(DU3NUICCKUX
0COOEHHOCTEH.

CT. mpenojaBaTeib kKadeape KnoukoB Auapeii EBrenbeBHY
OHUO

NOANUCH JIOJDKHOCTD

®opma A Crpanuna 12 u3 12



JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
1. | Buecenue W3MEHEHUH B ILI1. B) | AnnpeeB A.C. : 11.05.2022
[TpodeccuonanbHble 0a3bl JTAHHBIX, o
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCIUIUTMHBD C O(QOpMIICHHEM
npuoxeHus 1
2. Bnecenue W3MEHEHUN B ILII. B) | AnnpeeB A.C. : 12.04.2023
[Tpodeccuonanbubie 0a3bl JTAHHBIX, )
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCHUIUTHHBED C O(QOpMIICHHEM
MPUIIOKEHUS 2
3. | BHecenue U3MEHEHUN B ILIL. B) | Annpees A.C. . 15.04.2024
[Ipodeccuonanbubie 0a3bl JTAHHBIX, )

UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obecrieueHne MUCHUIUTMHBED C O(QOpMIICHHEM
MIPUIIOKEHU 3




[Tpunoxenue 1

0) IIporpamMHoe oOecrieueHue
- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;
- Microsoft Office / MoitO¢duc CrannapTHBIiA.

B) [Ipodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTpoHHO-OMOMMOTEYHAS
cucrema : caiir / OOO Kowmnanus «A# Ilm Ap Menuay. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmisi 3aperucTpup. mojib3oBarenieid. - TeKcT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHBI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEITHCTBO FOPAMT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pesxxum goctymna: 1yist 3aperucTpup. mojab30Barenie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : DJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilomutexpecypc. — MockBa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
noib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEAUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3allMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOMIIEKCHBIN
MEAWIIMHCKUI KoHcanTuHr. — Mocksa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. bonpiias MeguIIMHCKas OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O bykamn. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. OJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMOoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[MerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: ans 3aperucTpup.
noib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnOIMOTEUHas cucrema : caidt / OO0 3HaHuyMm. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum npoctyma : Uisl 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

1.8. Clinical Collection : Hayuno-uHbopmanmonnas 6aza qanasix EBSCO // EBSCOhost :
[mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el -
1191-414b-8763-9782819f7e1%40sessionmgr102 . — Pexum jgoctyma : Il aBTOPH3.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.9. baza nannbix «Pycckuii Kak HHOCTpPaHHBINY : JIEKTPOHHO-00Pa30BaTEIBHBIN PeCypC
JUISt ’HOCTPaHHBIX cTyeHTOB : caiiT / OO0 Kommnanus «Aii [Iu Ap Menuay. — Capatos, [2022].
— URL: https://ros-edu.ru. — Pexxum nmoctyma: nmjsti 3aperucTpup. ToJib3oBaTenei. — TekcT :
AJIEKTPOHHBIN.

2. KoncyabsTantlliaroc [DrekTpoHHBIN pecypc]: cipaBodyHas mpaBoBasi cuctema. /000
«Koncynprant ITnrocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2022].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. ba3a nansbIX nepuonnyeckux m3ganuii EastView : snextponHbie )ypHabl / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nocryna :
JUISL aBTOPHU3. TIOJIb30BATENEN. — TEKCT : 3JIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexkrpoHHas Oubnuoreka : cakt / OOO Hayunas
OnextponHas bubnuoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum nocrymna : s
aBTOpH3. MOJIb30BATENEH. — TEKCT : AJEKTPOHHBIN

3.3. DnexrponHas Oubmmoteka «M3narensckoro noma «I'pedbennukoB» (Grebinnikon) :
anektporHas ouommoreka / OO0 U] I'pedbennukoB. — Mocksa, [2022]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexxum poctyna : ans aBTopu3. mojib3oBatenedl. — TekcT :


http://www.iprbookshop.ru/
https://www.studentlibrary.ru/cgi-bin/mb4x
https://www.rosmedlib.ru/
https://www.books-up.ru/ru/library/
https://e.lanbook.com/
http://znanium.com/
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
https://dlib.eastview.com/browse/udb/12
http://elibrary.ru/
https://id2.action-media.ru/Personal/Products
https://id2.action-media.ru/Personal/Products

3JIEKTPOHHBIN.

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi O0M0JIMOTEKa) : dIeKTpoHHAs OnbnmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2022].
— URL: https://H36.pd. — Pexxum poctyna : 11 nmonap3oBaTenei HayyHoi 6uOnnoreku. — TeKcT :
3JIEKTPOHHBIN.

5. SMART Imagebase : Hayuno-undopmarronHas 6a3a ganasix EBSCO // EBSCOhost :
[mopran]. — URL.: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2{t8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pocTyma : ISl aBTOPHS3.
nosib3oBareseil. — M3o0pakeHue : 3JIeKTpOHHBIE.

6. ®enepanbubie ”HPOPMAITMOHHO-00Pa30BaTeIbHbIE MOPTAJIbI:

6.1. Eqnnoe okHO 1ocTyna kK o0pa3zoBaTeIbHBIM pecypcam : peaepanbHblil mopran . — URL:
http://window.edu.ru/ . — TekcT : 3nEeKTPOHHBIH.

6.2. Poccuiickoe oOpa3oBanue : denepanbubpiii mopran / yupeaureinb OI'AY «OULTO».
— URL: http://www.edu.ru. — TekcT : 21eKTpOHHBIIA.

7. O0pa3oBaTeabHbIe pecypebl Yal'y:

7.1. DnexrponHas 6ubnuoreynas cucrema Yiul'y : Mmoayns «OneKTpoHHas OMOIHoTeKa»
ABUC Mera-ITPO / OO0 «/lara Dxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS TTOJIb30BaTesIel HayqYHOH OnbmuoTeku. — TeKCeT : 3JeKTPOHHBIN.

Cornacorano:

Jam.Hau, YHUTuT !/ Knoukosa A.B.
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https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
http://window.edu.ru/
http://window.edu.ru/
http://www.edu.ru/index.php
http://www.edu.ru/
http://lib.ulsu.ru/MegaPro/Web

Hpnnoxenne 2
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.

/]
CornacoBaHo: / (W /|
__ Wuwxenep Beaymmii  / Hlypenxo [0.B. / AL A / 04.05.2023
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MpunoxkeHue 3
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.

CoriiacoBaHo: %
Havaneuuk OA  /  Ilemuxosa H.A. / / 04.09.2024
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